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Abstract: Medication errors in hospital pharmacies pose significant
risks to patient safety and healthcare outcomes. To mitigate these
errors, an loT-enabled medication error detection system is proposed.
This system integrates loT sensors, including RFID and barcode
scanning technologies, to monitor medication administration in real-
time, providing early detection of potential errors. The system design
utilizes MATLAB for simulation and performance analysis, ensuring
that the solution is both efficient and reliable. The methodology
involves the development of a real-time monitoring system with
hardware components connected to a central processing unit, where
data is analyzed and compared against predefined medication
protocols. Results from MATLAB simulations demonstrate the
system's high accuracy in error detection, highlighting improvements
over traditional methods. The system's performance is evaluated based
on metrics such as error detection rate, response time, and system
reliability. The findings suggest that the proposed IoT-enabled system
can enhance medication safety in hospital pharmacies, reduce human
errors, and improve patient care. Future work includes the integration
of machine learning algorithms to further optimize the detection
process and scalability for larger healthcare environments.

Keywords: Internet of Things (loT), Medication Error Detection,
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INTRODUCTION

Medication errors in hospital pharmacies are a
significant concern in healthcare systems worldwide.
These errors, which include mistakes in drug
selection, dosage, administration route, and timing,
can lead to adverse patient outcomes, prolonged
hospital stays, and even fatalities[1]. According to
various studies, medication errors are a leading cause
of preventable harm in healthcare settings, and they
account for a substantial percentage of medical errors.
In the context of hospital pharmacies, where a high
volume of medications is dispensed daily, ensuring
accurate medication administration is paramount[2].
Despite existing practices such as barcode scanning
and manual double-checking, medication errors
continue to pose a major risk to patient safety. As
hospitals are increasingly adopting technology to
streamline operations and improve patient care, it has
become evident that traditional methods of error
detection are no longer sufficient to address the
complexity and speed at which medications are
dispensed. Thus, the need for innovative, real-time
medication error detection systems in hospital
pharmacies has become critical.

The Internet of Things (IoT) has revolutionized
numerous industries, and healthcare is no exception.
In healthcare, IoT refers to the network of
interconnected devices and sensors that collect,
transmit, and analyze data to improve decision-
making and patient care. These devices can range
from wearable health monitors to advanced medical
equipment and sensors embedded in the hospital
infrastructure. In the case of medication error
detection, IoT enables real-time monitoring of
medication administration by integrating smart
devices such as barcode scanners, RFID tags, and
smart pill dispensers with hospital management
systems[3]. This integration ensures that medications
are dispensed and administered in accordance with
prescribed protocols, while continuously providing
data that can be analyzed for errors. By providing
automated alerts and feedback, IoT systems can help
prevent human errors in drug dispensation, alerting
healthcare professionals to any discrepancies between
prescribed and administered medications[4]. The
utilization of IoT in medication error detection holds
significant promise in enhancing the accuracy and

efficiency of pharmaceutical operations in hospitals,
ensuring that patient safety is prioritized.

Existing systems for medication error detection in
pharmacies, while useful, often lack the necessary
capabilities for real-time monitoring and error
prevention. Traditional methods, such as manual
checks and barcode scanning, are prone to human
error and require significant resources. Although
barcode scanning has been widely implemented in
many hospitals, it still depends on the accuracy of the
manual entry of medication data, and it may not catch
every possible error, such as those related to incorrect
drug dosage or administration time. Furthermore,
these systems lack predictive capabilities and are
reactive in nature, only identifying errors after they
have occurred[5]. There is also a lack of integration
between different technologies within the hospital,
which can lead to data silos and inefficiencies.
Additionally, the absence of an automated and
continuous monitoring system means that many
errors go undetected until after they have affected the
patient. Given the growing complexity of healthcare
systems and the increasing reliance on technology in
pharmacy operations, there is an urgent need for a
more robust, real-time, and integrated solution for
medication error detection. IoT technology offers a
promising solution, but its full potential has not been
fully explored in the context of pharmacy operations.
The primary objective of this research is to design and
implement an IoT-enabled medication error detection
system for hospital pharmacies, with a focus on real-
time monitoring and error prevention. This system
will integrate 10T sensors, such as RFID and barcode
scanning technologies, to continuously track
medication administration, compare it against the
prescribed protocol, and detect any discrepancies or
errors in real-time. Additionally, the performance of
the system will be analyzed using MATLAB, which
will simulate the real-time data flow and test the
accuracy and efficiency of the detection process.
Through the use of MATLAB analysis, the system’s
ability to detect medication errors accurately, reduce
response time, and improve overall pharmacy
efficiency will be evaluated. The goal is to create a
system that not only identifies medication errors but
also provides actionable insights that can be used to
improve hospital pharmacy operations, enhance
patient safety, and reduce the occurrence of
preventable harm due to medication errors. By
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developing a system that integrates IoT technology
with robust data analysis capabilities, this research
aims to contribute to the advancement of pharmacy
error detection systems in healthcare environments.

LITERATURE SURVEY

Medication error detection has long been a critical
issue in hospital pharmacies due to the high volume of
medications dispensed daily and the complexity of
managing drug regimens. Several methods have been
employed to detect and prevent medication errors in
these settings. One of the most common traditional
approaches is the wuse of barcode scanning
technology[6]. Barcode scanning ensures that the right
medication is given to the right patient by scanning a
barcode on the medication and comparing it to the
patient’s prescription in the hospital system. However,
while barcode scanning has proven effective in some
instances, it still relies heavily on manual data entry,
which can lead to human error if the data is incorrectly
entered or mismatched[7]. Additionally, barcode
systems do not provide real-time error detection, and
the process of scanning may not catch all potential
errors, such as those related to incorrect dosage or
administration route. Radio Frequency Identification
(RFID) has also been used as an advanced system for
medication error detection. RFID technology can
track the movement of medications and patients
within a healthcare facility, providing real-time
visibility into the medication administration
process[8]. RFID-based systems can ensure that
medication is administered at the correct time and in
the correct dosage. However, despite the advantages
of RFID, its widespread implementation remains
limited due to the high costs associated with setting up
RFID infrastructure and integrating it with existing
hospital management systems. Furthermore, while
RFID offers automated tracking, the systems often
still require human intervention for final verification,
leaving the potential for errors[9].

Manual systems are still commonly used in many
pharmacies for medication error detection, where
pharmacists rely on their judgment and experience to
verify prescriptions and patient records. While these
systems allow for human oversight and decision-
making, they are highly prone to fatigue, human error,
and are often time-consuming. Consequently, manual
error detection is less efficient and effective compared
to automated systems, particularly in high-volume
environments.

IoT Applications in Healthcare

The integration of the Internet of Things (IoT)
technology in healthcare has revolutionized many
aspects of patient care, particularly in medication
management. 10T refers to the interconnectedness of
devices that can collect and transmit data over a
network to central processing systems, enabling real-
time monitoring and decision-making[10]. In

healthcare, IoT devices such as smart pill dispensers,
wearable sensors, and RFID tags have been
increasingly deployed to monitor patient conditions,
track medication administration, and ensure
adherence to prescribed regimens.

Research has shown that IoT-enabled medication
management systems can significantly reduce
medication errors by automating the medication
administration process[11]. For example, IoT devices
can monitor medication dispensing in real time,
automatically comparing dispensed drugs against
prescribed ones, and alerting healthcare providers of
any discrepancies[12]. Additionally, IoT technology
enables the collection of vast amounts of real-time
data that can be used for predictive analytics,
identifying patterns that may indicate potential errors
before they occur[13]. In particular, IoT-based
systems that integrate RFID and barcode scanning
technologies are seen as a promising solution for
ensuring medication safety. These systems can also
integrate with hospital information management
systems, making them more efficient and reducing the
reliance on manual checks[14].

Over the past few years, significant advancements
have been made in IoT sensors and data
communication technologies, improving the accuracy
and reliability of medication error detection systems.
Modern IoT sensors are smaller, more cost-effective,
and more energy-efficient, making them suitable for
integration into a wide range of healthcare
applications[15]. The development of high-precision
sensors has enabled more accurate tracking of
medications, dosage, and patient movements, thus
minimizing the chance of errors.

Advancements in data communication have also
contributed to the success of IoT systems in
healthcare. With the availability of faster and more
secure wireless networks, IoT devices can now
transmit large volumes of data in real time with
minimal delay[16]. This ensures that healthcare
professionals can receive immediate alerts about any
potential medication errors, facilitating prompt
intervention[17]. Additionally, IoT systems now
incorporate cloud computing technologies, allowing
for the storage and analysis of large datasets and
enabling healthcare providers to gain insights from
historical data, further improving the accuracy of
medication administration and patient safety.

In terms of smart medication management,
innovations such as smart pill dispensers and
medication adherence apps have gained significant
attention. These devices not only remind patients to
take their medication on time but also track dosage
and administration, alerting both the patient and
healthcare provider in case of errors or missed doses.
The integration of IoT in medication management has
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opened up new avenues for patient safety and error
prevention.

MATLAB in Healthcare

MATLAB has been widely used in healthcare for
system modeling, data analysis, and simulation. In
medication error detection, MATLAB serves as an
essential tool for simulating the behavior of IoT-
enabled systems, analyzing real-time data, and
assessing the performance of error detection
algorithms. MATLAB’s powerful computational
capabilities make it an ideal platform for evaluating
complex systems, allowing for the modeling of sensor
networks, communication protocols, and real-time
monitoring processes[18].

Previous studies have utilized MATLAB to model
IoT systems in healthcare, providing insights into the
efficiency, accuracy, and reliability of different error
detection strategies. MATLAB's extensive library of
functions and toolboxes enables the simulation of real-
time data streams and error detection mechanisms,
making it easier to evaluate how IoT-enabled systems
perform under various conditions and scenarios[19].
The results from MATLAB simulations can be used
to refine the system design and improve the accuracy
of medication error detection algorithms. While
significant progress has been made in medication error
detection using IoT, several gaps remain in the current
literature[20]. A major gap is the lack of real-time,

fully automated systems that can detect medication
errors in real time without human intervention. Most
existing systems rely on passive data collection or
require manual verification at certain stages of the
medication administration process, which leaves
room for human error. There is also a need for more
advanced algorithms that can predict potential errors
based on real-time data and historical trends, allowing
for preemptive actions.

Additionally, while IoT technology has been applied
to medication error detection, the integration of these
systems with existing healthcare infrastructures, such
as electronic health records and hospital management
systems, remains limited. The challenge of seamlessly
integrating IoT with legacy systems without
disrupting workflows presents an opportunity for
further research and development. Furthermore,
scalability is another challenge, as many IoT-based
systems are designed for small-scale trials or
individual hospital units. Expanding these systems to
operate effectively across large healthcare networks
while maintaining accuracy and efficiency is an area
that requires further exploration. Addressing these
gaps could lead to the development of more robust
and scalable IoT-enabled medication error detection
systems that can be implemented across various
healthcare settings.

PROPOSED METHOD
The proposed IoT-enabled medication error detection system is designed to improve medication safety within
hospital pharmacies by automating the detection of medication errors and providing real-time feedback to healthcare
providers. The system architecture integrates various hardware components, communication technologies, and data
processing algorithms to ensure efficient operation and high accuracy in error detection. The system relies on a
combination of sensors such as RFID tags and barcode scanners to track medications and verify their correspondence
with the prescribed drug regimen. RFID tags are placed on medication containers, and these tags store critical
information about the medication, including its name, dosage, expiration date, and unique identification number.
As the medication is prepared for administration, the RFID tag is scanned by a reader, capturing real-time data that
is sent to a central processing unit (CPU). Additionally, barcode scanners are employed to scan both the medication
and the patient’s barcode. This helps ensure that the medication is being administered to the correct patient and at
the right time, preventing errors related to incorrect drug administration.

For communication, the system uses Wi-Fi and Bluetooth modules to transmit data between the sensors and the
central processing unit. Wi-Fi is employed for transmitting larger data packets over longer distances, while Bluetooth
is utilized for short-range communication, particularly in areas with limited wireless infrastructure. These
communication modules enable real-time data transfer, ensuring that the system can promptly analyze medication
data and identify discrepancies.

The data processing flow begins with the scanning of medication and patient barcodes. Once the data is collected
by the sensors, it is transmitted via Wi-Fi or Bluetooth to a central server. The server houses the error detection
algorithms, which compare the scanned medication details with the prescribed medication order in the hospital’s
database. This comparison checks for errors such as wrong drug, incorrect dosage, wrong administration route, or
patient mismatch. If an error is detected, the system generates an alert, which is sent to the healthcare provider’s
device, notifying them of the issue. In addition, the system logs the error for later review and analysis.
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Figure 1: System Design Overview for IoT-Enabled Medication Error Detection System

Figure.1. illustrates the architecture of the IoT-enabled medication error detection system. The system comprises
multiple key components working together to ensure real-time monitoring and error detection in hospital pharmacies.
At the core of the system are RFID tags and barcode scanners, which are used to track and verify medication and
patient details. The RFID tags contain information about the medication, such as its name, dosage, and expiration
date, while the barcode scanners are used to ensure that the correct medication is being administered to the right
patient. These sensors transmit data wirelessly via Wi-Fi or Bluetooth to a central data processing unit (server), which
performs real-time analysis of the medication data. The server uses error detection algorithms to compare the real-
time data with the prescribed medication order, flagging any discrepancies such as medication mismatches or dosage
errors. When an error is detected, the system triggers an alerting and feedback mechanism, notifying healthcare
professionals of the issue and providing recommendations for corrective actions. The entire process is facilitated
through a user-friendly interface, which displays real-time alerts and patient medication information, enabling
healthcare providers to act swiftly and accurately.

Flow Chart
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Figure 2: Flowchart of the Medication Error Detection Process

Figure.2. illustrates the series of steps involved in detecting medication errors within the IoT-enabled system. The
process begins with the medication order entry into the pharmacy system, which includes details about the
medication, dosage, and patient. Next, the medication is scanned using either a barcode or RFID tag, which sends
the relevant data to a central processing unit via wireless communication. The system then performs a real-time

\ 4818 © 2025 European Journal of Clinical Pharmacy; All Right Reserved




How to Cite: M. Dhanabal, et, al. Design and MATLAB Analysis of an 1oT-Enabled Medication Error Detection System
in Hospital Pharmacies. European Journal of Clinical Pharmacy. 2025;7(1):4813-4824.

comparison between the scanned data and the prescribed medication details. If any discrepancies are detected, such
as a mismatch in medication, dosage, or patient, an error alert is generated and sent to the healthcare provider. The
provider is then able to take corrective actions, such as verifying the medication or adjusting the dosage. Once the
error is resolved, the system confirms the correction, and the event is logged for future reference. This entire process
ensures that medication errors are minimized, contributing to enhanced patient safety and efficiency in hospital
pharmacy operations.

Implementation

MATLAB plays a critical role in the development and performance analysis of the IoT-enabled medication error
detection system. It is utilized for modeling the system’s behavior, analyzing the data received from the IoT sensors,
and evaluating the efficiency of the error detection algorithms. The primary use of MATLAB is in signal processing
and data analysis. As data from the RFID tags, barcode scanners, and patient information systems are collected,
MATLAB is employed to process and filter the raw data, ensuring its accuracy before it is used for further analysis.
MATLAB’s robust computational capabilities enable the real-time processing of large volumes of sensor data,
allowing the system to detect errors promptly.

Additionally, simulation of the detection algorithm is performed using MATLAB to assess its accuracy and
performance in various real-world scenarios. By simulating different medication administration situations,
MATLAB helps refine the error detection algorithms to minimize false positives and false negatives. This process
involves testing the system’s ability to correctly identify discrepancies in medication orders, such as incorrect drug
names, dosages, or administration routes. Through iterative testing and refinement in MATLAB, the detection
algorithm becomes more reliable, ensuring that medication errors are detected and addressed with high precision.
MATLAB is also used to evaluate system performance metrics such as response time, accuracy, and efficiency. These
metrics are critical for assessing the viability of the system in a real-world hospital environment. MATLAB’s
simulation environment allows for testing different configurations of the system to identify the optimal setup that
delivers the best performance under various conditions.

Medication Error Detection + A - X

FIGURE FORMAT LAYOUT

Medication
Name:

Patient 1D-

Simulate Scan Reset Exit

Enter Medication and Patient Details

Figure 3: Graphical User Interface (GUI) for IoT-enabled Medication Error Detection System

Figure.3. presents a user-friendly interface designed to assist healthcare providers in real-time medication error
detection. The GUI features input fields for the medication name and patient ID, allowing providers to enter relevant
information. Upon clicking the "Simulate Scan" button, the system compares the entered data with the prescribed
medication and patient details to detect discrepancies. If a match is found, a success message is displayed; if a
mismatch occurs, an error message alerts the provider to the issue. The interface also includes buttons for resetting
the input fields and error message or exiting the application. This intuitive interface streamlines the medication error
detection process, enabling healthcare providers to quickly identify and correct potential errors, thus enhancing
patient safety. The implementation of the IoT-enabled medication error detection system in the hospital setting
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requires both hardware setup and software development. The hardware setup includes the installation of RFID
readers, barcode scanners, and smart pill dispensers at key locations in the hospital pharmacy and patient care areas.
These devices are integrated with the hospital’s wireless network, enabling communication with the central
processing unit. The RFID readers and barcode scanners are calibrated to ensure they can accurately read medication
and patient barcodes. The smart pill dispensers are configured to monitor medication dispensation in real-time and
track drug usage.

On the software side, MATLAB coding is used to develop the error detection algorithms and analyze the data
received from the IoT devices. The software handles the integration of sensor data, compares the incoming data with
the prescribed medication orders, and triggers alerts when discrepancies are detected. The user interface (UI) is
designed to be intuitive and user-friendly, allowing healthcare providers to easily receive alerts and review patient
medication records. The system is also integrated with existing hospital management systems. This integration
ensures that the medication data captured by the IoT devices is automatically synced with the hospital’s patient
records, creating a seamless workflow and reducing the chances of errors. Additionally, the system’s database stores
all medication administration data, allowing for easy tracking of medication errors, as well as providing a historical
record for audit purposes.

RESULTS AND DISCUSSION

The IoT-enabled medication error detection system was thoroughly evaluated through MATLAB simulations to
assess its performance in real-time data processing. Various performance metrics were considered, including error
detection accuracy, response time, and system reliability. The simulation used data representing medication
administration, with the system continuously monitoring and cross-checking the prescribed medication against what
was actually administered. The system was able to detect discrepancies in real-time, ensuring that errors were flagged
immediately. Figure 4 shows the error detection rate over time, highlighting the system's ability to improve its
detection accuracy as it processed more data. The plot demonstrates a gradual increase in the error detection rate,
indicating that the system is capable of adapting and becoming more efficient as it learns from more real-time
medication administration data. The accuracy reached nearly 95% after the initial learning phase, with fluctuations
occurring due to various real-world factors such as medication complexity and the variability in human
administration.
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Medication Error Detection Simulation
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Figure 8: Medication Error Detection Simulation

In terms of performance metrics, the system’s error detection accuracy was found to be consistently high. As shown
in Figure 6, which plots system accuracy over time, the system performed optimally, with a peak accuracy rate of
98%. This indicates that the IoT-enabled system offers a significant improvement over traditional methods. The
response time, or the time taken by the system to process medication data and issue an alert, was also evaluated.
The results showed an average response time of under 2 seconds, allowing healthcare providers to receive immediate
feedback, as represented in Figure 6. This rapid response time ensures that errors are detected and corrected before
they can cause harm to patients. The system’s reliability was assessed by simulating multiple instances of medication
administration and the detection of errors. The system showed minimal failure rates, demonstrating its robustness
and reliability in real-world settings.

When compared to traditional medication error detection methods, such as manual verification and barcode
scanning, the IoT-enabled system offers several advantages in terms of accuracy, efficiency, and usability. Traditional
methods, while useful, are prone to human error, especially when there is heavy workload or fatigue. Barcode
scanning, though effective, is limited by the need for accurate manual input and is slower in terms of error detection.
In contrast, the IoT system automatically cross-references medication data in real-time, ensuring a faster and more

\ 4822 © 2025 European Journal of Clinical Pharmacy; All Right Reserved




How to Cite: M. Dhanabal, et, al. Design and MATLAB Analysis of an loT-Enabled Medication Error Detection System
in Hospital Pharmacies. European Journal of Clinical Pharmacy. 2025;7(1):4813-4824.

accurate detection of errors. Figure 5 compares the percentage of different types of medication errors, such as wrong
medication, wrong dose, wrong patient, and wrong time, detected by the system. The bar chart clearly demonstrates
that the IoT system can detect various types of errors, with a significant focus on medication mismatches. This is a
major improvement over traditional methods, which often miss these types of errors.

One of the main challenges faced during the implementation of the IoT-enabled system was ensuring device
compatibility. The system relies on a range of devices, including RFID readers, barcode scanners, and smart pill
dispensers, which needed to be integrated with the hospital’s existing infrastructure. This required ensuring seamless
communication between all devices and the central processing unit. Additionally, signal interference in the hospital
environment posed another challenge, especially with the use of wireless communication protocols like Wi-Fi and
Bluetooth. In areas with high device density, maintaining a stable connection between devices was sometimes
difficult. Efforts to optimize communication protocols and ensure robust data transfer helped mitigate these issues.
Another challenge was data security. Since the system handles sensitive patient data, it was essential to implement
strong encryption and ensure compliance with healthcare data privacy regulations like HIPAA. These security
measures were integrated into the system, but the continuous evolution of cybersecurity threats means that data
security remains an ongoing challenge. Despite these challenges, the IoT-enabled system significantly improves
medication error detection and patient safety in hospital pharmacies. The system’s ability to detect errors such as
wrong medication, incorrect dosage, and patient mismatches in real-time ensures that healthcare providers can
quickly intervene to prevent adverse outcomes. Figure 8, the pie chart depicting the distribution of medication error
types, shows that the majority of errors detected by the system are related to medication mismatches, followed by
dosage errors. This highlights the areas where hospitals can focus their efforts to improve the accuracy of medication
administration processes. By automating the error detection process, the system also reduces the time healthcare
providers spend manually checking medications, which enhances overall efficiency. Figure 7 illustrates the
relationship between error detection and false positive rates, showing that the system achieves high detection rates
with minimal false positives, further enhancing its reliability and efficiency. In conclusion, the IoT-enabled
medication error detection system presents a major advancement in improving medication administration in hospital
pharmacies. The system offers high accuracy, low response times, and reliable error detection, as evidenced by the
results presented in the figures. The challenges of device compatibility, signal interference, and data security were
effectively addressed, ensuring the system’s practicality in real-world hospital settings. By minimizing human error
and improving the accuracy of medication administration, the system has the potential to significantly enhance
patient safety and the overall efficiency of hospital pharmacy operations.

CONCLUSION AND FUTURE SCOPE

The proposed IoT-enabled medication error detection
system demonstrates significant improvements over
traditional methods in terms of accuracy, efficiency,
and real-time error detection. The system effectively
monitors medication administration, ensuring that
discrepancies such as wrong medication, incorrect
dosage, or patient mismatches are identified and
addressed promptly. The system’s high error detection
accuracy, coupled with its quick response time and
reliability, proves its potential to enhance patient
safety in hospital pharmacies. Simulation results
confirmed that the IoT system performs consistently
and efficiently, with minimal false positives. The
integration of RFID, barcode scanning, and wireless
communication modules ensures seamless real-time
monitoring of medication administration, reducing
the potential for human error. Future research can
focus on integrating AI and machine learning to
enable predictive analysis, allowing the system to
identify potential errors before they occur.
Additionally, expanding the system’s capabilities to
detect other types of medication errors, such as
incorrect administration timing or drug interactions,
would further enhance its utility. Improving data
security and patient privacy will be essential for
broader adoption, ensuring compliance with

healthcare regulations. Implementing the system in
various healthcare settings, such as outpatient
pharmacies, could help extend its benefits beyond
hospital environments, contributing to more
comprehensive medication safety.
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